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Technical Notes

ARM ETM On-Chip Trace
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1 Trace

ARM (on-chip) ETM provides a fairly good trace interface, which abilities vary from implementations (4, 8 or
16 data pins). Beside these, three status pins are added, through, which the CPU reports the type of the CPU
cycle: whether the instruction was executed or not, whether branch or trigger was executed, etc. When a relative
branch was executed by the CPU, the ETM reports the new address through the ETM data pins. When an
absolute branch is executed, the address must not be reported, since it can be calculated by the debugger with the
help of the download code.

The most valuable information, reported by the ETM, is whether an instruction was executed or not. Based on
the information, saved by the debugger, with the help of the download code the program execution can be
reconstructed off-line.

ETM can also save data cycles, even in combination with the code. If the requirements for data transfer through

the ETM are too large, there are two options: either the CPU can stop, if the data was not yet transmitted, or the
data can go lost. These options can be set in the debugger. Also, the ETM incorporates its own trigger system.

Trace Features (iTRACE PRO):

e External trace buffer

e Instruction and Data Trace

e On-Chip Trigger and Qualifier
e Time Stamps

e AUX inputs

e ETM Reconstruction

e  Advanced external trigger

e  Profiler

e Execution Coverage
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1.1 ETM Trigger and Qualifier Configuration

ETM Trigger

Trigger/Gualifer |

— Trigger
|= [Caunter]==0]

[™ Continuous mode

| Address/D ata Comparatars i3 X
E= ADDR[Type_Simple]

- Trace Enable
Disabled

AND I Include & I — Counters

[JEx ADDR(Type_Simple] 3 Enable and Reload Event Count

MM Decader 040 1 |= [EX ADDR{Type_Simple]] ;||5

MM Decader Ox1 hd [Preabied _|

AMD Switch OM addresses  AMD Switch OFF addresses

[JEx ADDR(Type_Simple] | | JEX ADDR(Type_Simple) 2 [Disabled ;"'3
[Disabled ]

3 [Disabled (0
Wi Data*lﬁddf & Data 'I—|- Record CPR Transfers —| IDisabIed _l

[Erything .| | 4 [Disabled 0

[ AND Include AMD Exclude |Disabled _|
[C1E= ADDR[Type_Simp & | C1EX ADDR(Type_Simp &

kM Decoder Ox0 JhM Decoder Ox0 [ ST Transilion E verts

[t Decoder w1 || |CIMM Decader 0wl |

State 1 to 2 |An_l,lthing

I Stall CPU on FIFD overflow State 2to 1 [Disabled
w

FIFD Fulllevel [Exclude =l State 2103 [Ttied

]
O
|[| Bytes  [TJMM Decoder 00 &) State a1 |Disabled j
O
=l

[kt Decoder Ox1 LI

State 3t 2 IDiSabled
Time Stamp  Buffer Size — Slato 1 1o 3 |Disabled

|250ns j IMin j Trigger Position J—

ETM Trigger dialog

Recording is stopped after the trigger event occurs and the trace buffer fills up. Number of samples recorded
before and after the trigger condition can be selected with Trigger Position setting, if the maximum buffer is
selected.

The Buffer Size determines the depth of the trace buffer (depending on the hardware used). If possible, always
use smaller buffer sizes. This will decrease the loading time and size of the Analyzer file.

With each ETM sample recorded the snapshot of the free-running timer is also saved. The period of this timer
can be selected in Time Stamp box. Time stamp of the trigger sample is always zero. Samples before the trigger
are marked with negative values; samples after the trigger are marked with positive values. If you select a clock
cycle, then the CPU cycle counter is recorded.

The resource configuration, triggering and filtering is composed in such a way so it matches the ETM
specification as closely as possible, therefore it is recommended to study the ‘Embedded Trace Macrocell
Specification’ document before configuring the trigger and qualifier in the software.
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The ETM has a configurable number of event resources. The resource types are:

e address comparators

e data comparators

e context ID comparators

e memory map decoders (where supported)

¢  EmbeddedICE module watchpoint comparators (in cores supporting RANGEOUT)
e  counters

e athree-state sequencer

e external inputs

e trace start/stop.

The event resources are shared for:

o Trigger
e Trace Enable
e View Data

e FIFO Full
1.1.1 Resource Configuration — Address/Data Configuration

To specify a new comparator, press the ‘New’ ﬁ button. To modify the existing comparator, double-click it, to

remove a comparator, press the ‘Remove’ * button.

Configure Address/Data |

~ Address —I Data Stare j

Size |EI:-:'I [" Entire object

~AND Data | S-bit =l
[~ Hct

JID:-:E

[T AND Mask

I HE:=

]9 | Cancel

Address/Data Configuration

First, the address to monitor is configured. An address can be selected by pressing the ‘From...” button. If the
entire object is to be covered, select the ‘Entire object’ option. If a range is to be configured, select the ‘To...’
address either by entering the address or by selecting the object. The type of access to that address can also be
defined.
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Drata Stare j- :
Fetch "

| S SN

Ewecute Pazs
Execute Fail

¢ |Data Load/Stare
Drata Load
. D ata Stare

Data access type

Also, the data loaded or stored to that address can be filtered; in this case the comparator will be active only in
the case of this exact data or mask.

To do this, select the length of the data from the drop-down menu.

“AND Data| 5-bit =

[hione]
J utu:u =

[16-bit
32-bit

Data length configuration

If the length is set to (none), the data is not monitored.

The data value can be inserted, if the comparator should be true only when this value is not in the memory

address, select the ‘Not” option. Also, the mask can be defined by selecting the ‘AND Mask’ option and the
required mask entered.

1.1.2 Event Configuration
Cofigurebvent |

— Condition &

I- VI I.-'l‘-.ddress.-"Data j

| ADDR(HbyT estByte] DATAIDxS) |

— Condition B

[[disabled) =] [Addies Dats ¥l
| ADDR[HbyT estByte] DATADS] =]

k. I Cancel |

Event Configuration Dialog

One or two conditions can be defined for every event. The options differ from the condition; the source of the
condition is defined for both conditions the same.
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< Condition A,
= - I.ﬁ.ddresst ata j

Nu:ut

[Taiate point .

" |Arnything bemom Map Decoder
“Ohisabled Counter
Sequencer

&nd T | |Extemal Input

Mdmabled extByte] DATA[ORS)
_|And Mot

Or

Or Mot

Condition options

1.1.3 Resource Configuration — Counters Configuration

Up to four counters can be configured with each having an enable counter and a reload

event.

Enable and Reload E vent Count
1 [~/ ADDRIBbyT estByte] DATA(DHE] []lo

|= [ ADDREwWT estwford) DATAID=Z24]] |

Configuring Counters

Each time an ‘Enable’ event is reached, the ‘Count’ counter is decreased. Each time a ‘Reload’ event is reached,
the ‘Count’ counter is reset to the default value, entered in this dialog. The trigger event can be set any occasion
when any counter reaches 0.

In the above example, every write to address TestByte with the value of 0x8 decreases the counter. Every write
to address TestWord with the value of 0x24 resets the counter to its default value, 10 in the above example.

1.1.4 Resource Configuration — Sequencer Configuration

The events that trigger changing states of the tri-state state machine can be defined
here.

Transition Events _
State 1 to 2 INnt [ ADDRHELT eztBute] DATA[DE]] | s

e e T T T

Transition Event Configuration
The trigger can be set to any of the three states.

Example sequencer configuration:
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— Sequencer
Transition Events

State 1 ta 2 |= [Ex ADDR[Address_TestScopes]]
State 2to 1 |Disabled

State 2 to 3 |= [Ex ADDR([ResetSti]]

State 3ol IDisaI:uled

State 3ta 2 IDiSatﬂEd
State1to 3 |Disabled

AR

The transition events defined above define state changes.

Trigger
[=[Seqin state 3] And [EX ADDR(T ype_Arays] ‘

[ Continuous mode

The trigger configuration in this way allows sequential conditions. In this case, first the access to
Address_TestScopes must be performed; this switches from state 1 to state 2. Next, the access to ResetStrX
switches from state 2 to state 3, which then completes the first trigger condition. Next, the access to Type Arrays
must be performed, in this case the trigger condition is met and saving begins.

1.1.5 Trigger Configuration

The trigger can be set to ‘Anything’ or to any event configured by pressing the “...” button and opening the event
configuration.

By selecting ‘Continuous Mode’ the recording continues until the CPU is stopped by the user or if the user has
manually selected to stop recording in the trace window.

1.1.6 Trace Enable Configuration

— Trace Enable

[Disabled [

AMD I Inciude j

[1Ex ADDR[Type_Simple] ﬂ
[ |MM Decoder Ox0

[ MM Decoder Oxl d

AMD Switch OM addrezses AMD Switch OFF addreszses
[Ex ADDR[Tvpe_Simple] | |CIEX ADDR(Tepe_Simple]

Trace Enable part of ETM Trigger dialog

This field configures which part of instructions will be recorded beside the events enabling trace. The
Include/Exclude regions can be defined and addresses which turn recording on and the addresses which turn it
off. All conditions must be met (i.e. set to 1) to enable trace.
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Resource 0 —
Resource 1 ——

Resource 2 — Enabling

event

* EnOnOff
* Address comparator 1 to 16 _étart/stop TraceEnable
* Address comparator 1 to 16 —{resource

Exclude/Include

* Address comparator 1 to 16
Address range 1 to 8
Memory map decode 1 to 16
*=ETMv1.2 and above

TraceEnable Configuration

The first option enables the Enabling event. If this event is set to ‘Disabled’, trace will never be enabled (always
set to 0). If it is set to ‘Anything’, this event will always be set to 1.

The second option defines either the include or exclude regions. First, the region type is selected (either Include
or Exclude), next the regions can be set. If no region is checked and ‘Exclude’ is selected, this condition will
always be set to 1. Note that if no region is checked and ‘Include’ is selected, this condition will always be set to
0 and consequently trace will never be enabled.

Start/stop resources are defined in the third part of the Trace Enable configuration, defined as ‘Switch ON’ and
‘Switch OFF’ addresses.

If no resource is selected, the start/stop logic is turned off and always set to 1. If any resource is selected, the
logic is enabled and checks for events. When a ‘Switch ON’ condition is met, at that point the logic will be set to
1. If a “Switch OFF’ condition is met, the logic will be set to 0.

Output TraceEnable
Inputs TraceEnable enabling Trace start/stop Include/exclude
event resource regions

Programming the TraceEnable Logic

Please see the examples for better understanding of Trace Enable configuration.

1.1.7 View Data Configuration

—Wiew Data—l-ﬁ-ddf & Data vI—l_ Recaord CPR Transfers —
I.-“-‘-.nything |

[T AMD Include AND Exclude
[JE& ADDR[Type Simp el [CE=ADDRITwpe_Simp ~
Itk D ecoder Ox0 [k Decoder 0«0

(Mt Decoder 01 =] | TIMM Decoder 01 =]

View Data part of Trigger/Qualifier dialog

This field configures which data will be recorded.
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In the pull-down box, which data is saved is selected. This option allows you to store addresses, data or both. If
this option is set to ‘(disabled)’, no data will be saved. If ‘Record CPR Transfers’ is selected, coprocessor
transfers will be recorded too.

The event at which data is recorded can be configured. The data regions to exclude and regions to include can be
selected too.

§esource (1) —
esource 1 — )
Resource 2 —] Enabling .
. event ViewData

Address range 1 to 8
Memory map decode 1 to 16
Exclude only

Include Address comparator 1 to 16
resources

Address comparator 1 to 16
Exclude { Address range 1 to 8
resources | Memory map decode 1 to 16

ViewData Configuration

First, the enabling event is selected. If this event is set to ‘Disabled’, no data will be saved (the event always set
to 0). If it is set to ‘Anything’, this event will always be set to 1.

Next, the Exclude resources can be selected. If any selected resource is true, the event will be set to 0.

Also, the Include resources can be selected. If the checkbox in front of the ‘AND Include’ is deselected, this
logic is turned off and only the exclude logic will be used. If it is selected, this event will be set to 1 only if the
selected resource is true. If the ‘AND Include’ option is checked and no resource is selected, this event will
never be set to 1 and therefore no data will be saved.

If no exclude or exclude options are to be configured, uncheck the ‘AND Include’ option and deselect all
resources in the ‘AND Exclude’ box. In this case this event will be set to 1 and only the Enabling event will be
considered.

Output ViewData
Inputs ViewData enabling Include Exclude
event resources resources

Programming the ViewData Logic

Please see the examples for better understanding of View Data configuration.

1.1.8 Stall CPU on FIFO Overflow

Stall CPU on FIFD arverflow
FIFD Fulllevel |Exclude =l

IEI Bytes MMM Decoder 0:0 |0
[kt Decader 0x1 ;I

Stall CPU on FIFO overflow part of Trigger/Qualifier dialog

If this option is enabled, the system stalls the CPU when the FIFO overflows. The ‘FIFO Full Level’ specifies
the number of free bytes of the FIFO when the level of the FIFO is considered full. The memory regions in
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which CPU stalling is enabled can be selected by using the Include/Exclude pull-down and selecting either
include or exclude regions.

EmptyCount < MinLevel

Exclude/Include
Address range 1to 8 g
Memory map decode 1 to 16

FIFOFULL Generation

FIFOFULL

Either include or exclude regions can be specified. If include regions are specified (‘Include’ is selected in the
drop-down box), the FIFO buffer level will only be checked in these regions. If exclude regions are specified
(‘Exclude’ is selected in the drop-down box), the FIFO buffer will be checked in all regions, except in the
specified ones.

If FIFO Full level is being checked, first the number of free bytes in the FIFO is checked. If the number is below

the specified number of bytes, the program will check whether the current memory area lies in the Include region
or outside the Exclude regions. If this is true, then the CPU will be stalled.

Output FIFOFULL

Inputs Include/exclude regions Empty count < minimum level

Programming the FIFOFULL Logic

Typically this option remains unchecked.
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1.2 Troubleshooting Scenarios

1.2.1 Record everything

This configuration is used to record the contiguous program flow either from the program start on or up to the
moment, when the program stops.

The trace can start recording on the initial program start from the reset or after resuming the program from the
breakpoint location. The trace records and displays program flow from the start until the trace buffer fulfills.

As an alternative, the trace can stop recording on a program stop. ‘Continuous mode’ allows roll over of the trace
buffer, which results in the trace recording up to the moment when the application stops. In practice, the trace
displays the program flow just before the program stops, for instance, due to a breakpoint hit or due to a stop
debug command issued by the user.

Example : ETM will record the CPU execution (instructions and data accesses) until the CPU is stopped by
either the user or the program itself in case of any problems in the application. From the history, any problem
originating from the code or the target can be filtered out.

Select the ‘Record everything’ mode in the ‘Trigger List’ dialog. Set buffer size to maximum to achieve the best
results and check the ‘Continuous mode’ option.

Trace configuration |
Trigger|ETM |
—1{% Record eventhing —— ¢ Use tigger/qualifier ——
Time zlice m Trigger List @ A
— Buffer Size

— Load [tems
[ &l signals [Eamfigure.,. [Eapy |
I Time stamp Selert A ative Trgger |
— Operation

[ futo start when CPU starts [ Or higger break execution

k. I Cancel Help

Before the program is set to run or while it is running already, activate ETM recording via ‘Trace begin’ tool bar
or shortcut key. The ETM stops recording when the program execution is stopped. After the ETM stops
recording, the collected information is analyzed and displayed.
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1.2.2 Plain Trigger Configurations
This section describes configuring trace to trigger on a specific function being executed or to record specific
variable data accesses.

‘On trigger break execution’ option in the ‘Trace Configuration’ dialog should be checked when it’s required to
stop the program on a trigger event.

Example: ETM will trigger on a function Type_Simple execution and record instructions.

Select the ‘Use trigger/qualifier’ mode in the ‘Trigger List” dialog and configure a new trigger called ‘Example
2’

Trace configuration |
Trigger | ETH I
—{" Record eventhing —— & Use tigger/qualifier ——
Timesice [250n: -] | | |[ragerList 2 x
— Buffer Size = Example 2
) i %) ey

¥ | Cortinuows mode

— Load [tems
v &, |g Canfigure... Copy |
¥ Time stamp Select Active Trigger |

— Operation
[ futo start when CPU starts [ Or higger break execution

k. I Cancel Help

Configure the trigger by invoking the ‘ETM Trigger dialog’.

Enter Type_Simple address in the address field by invoking the symbol browser by pressing the ‘Add’ button in
the dialog.
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Configure Address,/Data E |

—Address —I Erecute j

Erarm... | IlType_SimpIe
To... | I

Size [Ox1 [ Entire object

—amD Qata-l [Fione] j
= it

|

T AN ek

I HE=
Ok, I Cancel

Adding the address
Set the ‘Execute’ access type.

Now, return to the Trigger/Qualifier menu and specify the trigger event.

Cofigure Event E3 |

— Condition &

I- "I I.-'-‘-.ddressx’D ata j

|Ex ADDRIType_Simple) |

— Condition B
[[disabled) =] [AddessDats =l
|Ex ADDRIType_Simple) =

] I Cancel |

Define the condition A, so that it equals to the defined address.
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ETM Trigger

Trigger/Qualifer I

— Trigger
Address/Data C ! =
|=[E><ADDF|[Type_SimpIe]] regs/Data Comparators ﬁ
Ex ADDR[Type_Simple]

[ Continuous mode

~ Trace Enable

=

I.-’-‘«n_l,lthing

AND IEchude 'I — Caunters

[JE ADDR(Type_Simple] ﬂ Enable and Reload Event Eanmit
[CIMM Decoder 00 1 |Disabled .
[CIMM Decoder 0x1 = -

: : |D|sabled _I
AMD Switch ON addreszes AND Switch OFF addresses -
JEX ADDRI(Type_Simplel | [ JEX ADDR[Type_Simpls) 2 |Disabled |l

|Disabled . |
3 |Disabled I
i Data*l[disabbd] i I—l_ Record CPR Transfers ——| IDisabled . |

Jerpthing | 4 [Disabled o
= AR helude AND Exclude IDisabIed |
C1Ex ADDR[Type_ Simp[=dF C]E ADDR(Type_Simp| [« L

[(IMM Decoder 00 [(IhM Decoder Dx0 S Tranzition Events

[COMM Decoder 11 =] JOIMM Decoder 01 [
—T Stall CPU an FIFD overflow

State 1t 2 |Disabled
State 2to 1 [Disabled

=
State 2103 [Disabled [
=]
=]

EIFD Full level |Exclude =l
Io Bytes  [OMM Decoder 0x0 =] _
M Decoder 0w LI State 3o 1 IDlsabIed

State 3o 2 IDisabIed
Lime Slomp _Suler Sie nooA o State 1to 3 [Disabled

|250ns j IMin j Trigger Position '—J—

QK I Cancel | Help |

Final configuration of the Trigger/Qualifier

After the trace is being activated, the ETM starts recording after the Type_Simple is executed. After the
iTRACE buffer is fulfilled, the results are displayed.

Example: ETM will start recording (instructions and data accesses) after the function Type_Simple is executed
(called) for the fifth time.

Select the ‘Use trigger /qualifier’ mode in the ‘Trigger List’ dialog and configure new trigger called ‘Example
3.
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Trace configuration |

Trigger | ETM |
—1{" Record evemthing — % Usze tigger/qualifier
Time zlice |25EI nz 'I Trigger List @ =
— Buffer Size
Ewxamples
= i £ ke
¥ | Cortinuows mode
— Load [tems
[ &L signals Configure. .. Copy |
V' Time stamp Select Active Trigger |
— Operation
[ futo start when CPU starts [ Or higger break execution
k. I Cancel Help

Configure the trigger by invoking the ‘ETM Trigger dialog’.

Enter Type_Simple address in the address field by invoking the symbol browser by pressing the ‘Add’ button in
the dialog.

Configure Address/Data |

—Address —I Execute j

Erom... | IIT_I,Ipe_SimpIe
To... | I

Size |EI:-:'I [" Entire object

—AMD Qata-l [hiane] j
=} Bt

|

|l

I HE:
k. I Cancel

Adding the address
Set the ‘Execute’ access type.

Now, return to the Trigger/Qualifier menu and enable the counter by specifying the counter event.
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Cofigure Event E |

— Condition &

I- vI I.-'-"-.ddress;"D ata j

|Ex ADDRIType_Simple)

— Condition B
[(disabled) =] |AddiessDats =l

|Ex ADDRIType_Simple)

Ok, I Cancel |
Define the condition A, so that it equals to the defined address.
Now, set the ‘Count’ to 5 since we want to focus on fifth execution of the function.
Next, set the trigger event with the Event Configuration menu by pressing the ...° button. Set the condition so

that it equals to the Counterl being 0.

Cofigure Event Ed |

~ Candition £
B ]| Counter =]
[Counter1=—0 [
~ Candition B
[[disabled) | [Addiecs Dats ¥l
|Ex ADDRIType_Simple) =]

Cancel |

Next, back in the main trigger/qualifier window define the View Data field to ‘Addr & Data’ — this will save

both instruction and data accesses.
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ETM Trigger

Trigger/Qualifer |

— Trigger

|= [Counter!==0]

[~ Continuous mode

Address/Data Comparators

-~ Trace Enable

I.t‘-‘mything

AND IEHcIude 'l

|| O

[1E= ADDR[Type_Simpls)
[kt Decoder Ox0
[kt Decoder Ox1

AMD Switch ON addresses

I Llv]

AND Switch OFF addresses

[1Ex ADDR[Type_Simpls)

[1EX ADDR[Tepe_Simpls)

—igw Data | [disabled) 'I—r Record CPR Transfers —

[dizabled)

IAn_l,lthing Data
= D

Address

1kt Decoder Ox0
[kt Decoder Ox1

I Stall CPU an FIFD cwerflaw

AMD Exclude

[1Ex ADDR[Type_Simp|a
1kt Decoder Ox0
MM Decoder 61 =]

EIFD Full lsvel |Exclude =l
o Bytes [ TJMM Decoder 0sl | =]
1tk Decoder 0=1 LI

Time Stamp  Buffer Size ’

|z50n: 2| [Min

j Trigger Pasitian '—j—

Ex aDDR(Type_Simple]

— Counters
Enable and Reload Event

Count

1 |= [Ex ADDR(Type_Simple]]

LI

Transition Events

[Disabled ]

2 [Disabled ]I
[Disabled ]

3 [Disabled |0
[Disabled ]

4 [Disabled o
[Disabled ]

— Seguencer

State 1 ta 2 |Disabled

State 2ta 1 [Disabled

State 2to 3 [Disabled

State 3o 1 IDisabIed

State 3to 2 IDisabIed

State1ta 3 [Disabled

Cancel |

After the trace is being activated, the ETM starts recording after the Type_Simple is being executed for the fifth
time. After the iTRACE buffer is fulfilled, the results are displayed. Data accesses (both address and data bus)
will be recorded beside the default instructions.

However, the user can also check the ‘Continuous mode’ option in the ‘Trigger/Qualifier’ dialog. Then again,
the trace would not stop recording before the program execution is being stopped. Typically, this is not what the
user needs and ‘Continuous mode’ option is left unchecked.

Example: In this example, an ‘illegal’ write to an iCounter variable occurs while running the target
application. The variable gets a value 0x1233, which is unexpected and the application ceases from operating

correctly.

Select the ‘Use trigger /qualifier’ mode in the ‘Trigger List’ dialog and configure new trigger called ‘Example

4.
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Trace configuration |

Trigger | ETM |
—1{" Record evemthing — % Usze tigger/qualifier
Time zlice |25EI nz 'I Trigger List @ =
— Buffer slze E ample3
£ i e Example?
¥ | Cortinuows mode
— Load [tems
[ &L signals Configure. .. Copy |
V' Time stamp Select Active Trigger |
— Operation
[ futo start when CPU starts [ Or higger break execution
k. I Cancel Help

Configure the trigger by invoking the ‘ETM Trigger dialog’.

First, define the Address/Data comparator. Select iCounter from the symbol browser. Next select ‘Data store’
for access type, ‘Auto’ for data size and enter 0x1233 in the value field.

Configure Address/Data |

~ Address —I Data Stare j

Erormn... | HiCounter
To. | I

Size |EI:-:'I [" Entire object

~AND Data | Auta =l
[~ Mot [3bi
J [01233

[T AND Mask

I HE:
k. I Cancel

Next, set the trigger to the newly defined event.
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Cofigure Event E |

— Condition &

j I.-'-"-.ddress;"D ata

-

— Condition B

IW ADDRHiCounter] DATA[O1233)

| [disabled)

j I.-'-"-.ddress;"D ata

£l

IW ADDRHICounter) DATAD 233

Next, enable the recording of data cycles. In this particular case, set the trigger position to ‘End’ and buffer size

to ‘Max’ to get the best results

from the iTRACE.

ETM Trigger E

Trigger/Qualifer |

— Trigger

r Continuous mode

|= [w ADDR[HiCounter] DATA[OR1233]]

i~ Trace Enable

IAnything

AND IE:-chude Vl

1| O

[ ADDR[HICounter)
[ ADDR[HICounter)

AMD Switch OM addresses

1w ADDR[#Counter] DATAOX233]

I [¥

AMD Switch OFF addresses

[ ADDR[HICounter)
[ ADDR[HICounter)

[ ADDR[HICounter)
[ ADDR[HICounter)

—Wiew Data-l.-’-‘«ddr & Data ]' ~ FRecord CPR Transters —

IAn_l,lthing
™ AMD Include

—

AND Exclude

' ADDR[HICounter) Ol
[ ADDR[HICounter)

T Stall CPU an FIFD overflow

[ ADDR[HICounter) [ -
[ ADDR[HICounter)

v ADDR[#Counter] || |7 ADDR(#Counter) x|

EIFD Fulllevel [Exclude =l
fo Bytes [T ADDR(HiCounter] (]
1kt Decoder Ox0 LI

Time Starmp  Buffer Size T

|25IJ na j IMax

j Trgger Pozition

—

| Address/Data Comparators

T

40 DR [#iCounter

Transition Events

~ Counters
Enable and Reload Event Caunt
1 I.-’-‘m_l,lthing _||5
[Disabled ]
2 [Disabled |0
[Disabled ]
3 [Disabled |0
[Disabled ]
4 [Disabled ]
[Disabled ]
—Sequencer

State 1o 2 |Disabled

State 2ta 1 [Disabled

State 2to 3 [Disabled

State 3t 1 IDisabIed

State 3 to 2 IDisabIed

State 1to 3 [Disabled

bbbl

0K

Cancel | Help

Final configuration

When incorrect write to the iCounter occurs, the iTRACE stops recording after the buffer is fulfilled. Since the
trigger was set to the end of the buffer, the user can inspect from the buffer pre-history of the application’s
behavior before the trigger event occurred. Note that trigger event is troublesome in this particular case.
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Example: Type Pointers is a function, which is called periodically by the application. Using on-chip ETM, the
time between the consecutive calls will be measured.

Select the ‘Use trigger /qualifier’ mode in the ‘Trigger List’ dialog and configure new trigger called ‘Example
5.

Trace configuration |
Trigger | ETH |
—1i" Record evemthing — ™ Use trigger/qualifier ———
Time zlice |25EI nz 'I Trigger List ﬁ 2
— Buffer Size = ExampleS
] Examnpled
S Example3
¥ | Cartinuewe mode Example2
— Load [temsz
[T ALl signals Configure. .. Copy |
V' Time stamp Select Active Trigger |
— Operation
[™ Auto start when CPU starts [" On tigger break execution
] 4 I Cancel Help

Configure the trigger by invoking the ‘ETM Trigger dialog’.
First, define the Address/Data comparator. Select TypePointers from the symbol browser and ‘Execute’ for

access type. If the whole function must be recorded instead of an entry point only, check ‘Entire object’
additionally.

Configure Address,/Data E |

—Address —I Erecute j

Erormn... I IlType_F'u:uinters
To... | I

Size [Ox1 [ Entire object

—amD Qata-l [Fione] j
= it

|

T AN ek

I HE:

] 4 | Cancel
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Revert to the Trigger/Qualifier dialog. The trigger is set to ‘Anything’ since we are interested only in time
differences between executed function calls. The start event is irrelevant.

Next, select the ‘Include’ and ‘Type Pointers’ event in the Trace Enable field.

ETM Trigger E

Trigger/Qualifer |

— Trigger

- Address/Data Comparators ﬁ x
I.t‘-‘mythlng

Ex ADDR[Type_Painters)

r Continuous mode

i~ Trace Enable

1| O

IAnything

AND I Inchude 7 I — Counters

WIEx ADDR (Type_Puinters) i’ Enable and Reload Event Caunt

[CIMM Decoder 0x0 1 |Disabled e lo

MM Decader 0x1 =] [Preabied _|

AMD Switch OM addresses  AND Switch OFF addresses

[Ex% ADDR(Type_Pointers| || JEX ADDR(Tppe_Pointers 2 [Disabled ;"”
[Disabled ]

3 [Disabled |0
—View Data-l[disab|8d] 'I—r Recard CPR Transfers —| [Disabled _l

[Erything || 4 [Disabled ]

I e = AMD Erclude [Disabled : |
[1E= aDDR([Type_ Point a4 [E= ADDR(T ppe_Point - e
]tk Decoder 0x0 CJhiM Decoder 0x0 EUERCET

Transition Events
State 1o 2 |Disabled

State 2ta 1 [Disabled
State 2to 3 [Disabled
State 3to 1 IDisabIed

State 3 to 2 IDisabIed
dhe Sang | B Ses oo State 1 to 3 IDisabIed
|25IJ nE j IMin j Trgger Pozition '—J

MM Decoder 061 || JOIMM Decoder 01 =]

—I Stall CPU on FIFD owverflow
EIFD Fulllevel [Exclude =l

o Butes  [TJMM Decoder 0n0 |
Ikt Decoder Ox1 ;l

bbbl

QK Cancel | Help |

Final configuration

After activating ETM, the iTRACE records every entry to the function Type_Pointers. By using ‘Relative time’
display type in the trace window the user can verify the time between any two consecutive function calls.

The analyzer module is an optional add-on to a debug system. With its aid most of the emulated CPU lines are

recorded without interfering with its operation. This makes the analyzer module and its features a vital
component in monitoring the program’s response to real-time events.

1.2.3 Advanced Trigger

iTRACE PRO offers some advanced trace features which are restricted to the instruction execution activity:
e 3-Level Trigger
e Qualifier
e  Watchdog Trigger
e  Duration Tracker

‘ETM Reconstruction’ must be selected in the Hardware/Analyzer Setup dialog to use these extra features.
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Analyzer Setup E |

Operation |ETM |

Trace board type

Enable Logic Analyzer on
I=| Eirany Madule I | Eriatile Fart Exterder
IT! Secondan Madile

] I Caricel Help

3-Level Trigger

On-chip Nexus resources don’t support two or more level triggers, which might be a showstopper sometimes.
iTRACE PRO development system offers 3-level trigger applicable to the instruction bus. Events A, B and C can
be logically combined in numerous ways, including counter n for B event. All three events can be one or more
instruction address matches or ranges. A 2-level trigger example can be found in next Qualifier chapter.

— Trigger
I.-’-'-.n_l,lthing j

nE

& orn'B

A and nB

& then n"B
AarnBaol

|4 and B and C
& ar [n"B and C)
A then n"B then C
A then n™ B or C
[ then [W*B or C] ||
[& ar n*B] then C

[& and n"B] then C
A-»B duration tracker
.-:-‘-:n_l,lthing_

Qualifier

Filter is equivalent term to the Qualifier. To make the most of the trace buffer limited in depth, a qualifier (filter)
can be used, which allows the trace to record only CPU events matching the qualifier condition(s) and thus
saving memory space for important information only. Typically, ‘Q Event* selection is used when using qualifier
and can be configured for one or more instruction address matches or ranges.
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— Eualifier

[l between B.C events j

[ Event
Source Lines
Source Lines AND 0 Al
Source Linez OF 0
Cand(

Carld

[ between B.C eventsz

BarCorld »

E verpthing

SaorBorCarll L

A so called Pre/Post Qualifier is available besides the prime qualifier. Pre Qualifier can record up to 8 CPU

cycles before the qualifier event and Post Qualifier up to 8 CPU cycles after the qualifier event.

— [ualifier

III! Ewvent j

Recard

ID vI zamples before 1
IEI ]v zamples after O

Time Stamp I Time - I

Thereby, the qualifier can be configured in a standard way and then additionally up to 8 CPU cycles can be
recorded before and/or after the qualifier. For instance, this allows recording of a function or just its entry point
and few instructions recorded before make possible to determine, which code (e.g. function) actually called the

inspected function.

Below example demonstrates 2-Level Trigger, Qualifier and Pre Qualifier use.

Example: Let’s record Func3 execution after the Type_Pointers function is executed and then 4-times

Type_Enum function is called.

e Select ‘Use trigger/qualifier’ operation type in the “Trace configuration’ dialog, add a new trigger and
open ‘Trigger and Qualifier Configuration’ dialog.

e Select ‘A then n*B’ for the trigger condition, specify Type_Pointers for the event A address,

Type_Enum for the event B address and set B counter to 4. Don’t forget to set Control bus to

‘Executed’ for both, A and B events.

e Next select ‘Q Event’ for the Qualifier. Specify Func3 for the Q event address and don’t forget to
‘Check entire object range’ option. By doing so, the debugger will extract the size of the Func3 and
configure address range end address accordingly.
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Trace Address ltem

— % RBange

From... I IFun-:E

¥ Cover entire object range

|44 [0:2C] bytes

Al

— 1 Mask

31EEB 2?&24 23&20 19&15
FFFF FFFF FFFF FFFF
15|§12 11Fa 7ol o4 3|§n
FFFF FFFF FFFF FFFV

]|
_ Carcel |

Cancel

e Finally, configure ‘Record 4 samples before Qualifier’ in the Qualifier filed.

Following picture depicts current trace settings.

Trace |
Trigger and Hualifer I
— Optionz A
= | Confinuaus made Addreszs %ﬁlﬂl Data  EE|FE] Control =5 ALK H?lml
¥ | Eratle pipelitne analisis Type_Painters EXECUTE
™| EE&tive Timer
Buifer Size Minimumm |
Dutput Signal ITrigger TI
e | st 5 ptm 1) ol B 15
" - Address S| 0| Data  BEE(BE] Control =5{F] AL ot |
| then 1B [ Type_Erum EXECLITE
Pasition I Center T I
= Wik Timie < I
I} b & Time >| —C
Address 2208| Data B2 Control B2 Al g3l
I Wiatchdog |
— Qualifier
ID Ewvent j Q
Record
= Address | pata ﬁlﬁl Cartral *Iml Al o L
|4 ] samples before Dual| | [Funed [size] EXECUTE
IU "I samples after Qual
Time Stamp ITime vI
()% I Cancel Help
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Initialize the complete system, start the trace and run the program. Following picture shows the trace record.
Green colored line depicts Func3 entry point and yellow colored line Func3 exit point.

The user is able to determine which code actually called each Func3 function by clicking on any of four lines
before Func3 entry point.

Executed

59| 00000D&4| 4ES00020(Funci EXIT 15.910075 ms
4EZ00020 blr
Executed

Watchdog Trigger

A standard trigger condition, logically combined from events A, B and C, is not used to trigger directly the trace,
but it’s responsible for keeping a free running trace watchdog timer from timing out. The trace watchdog time-
out is adjustable.

When the trace watchdog timer times out, the trace triggers and optionally stops the application. The problematic
code can be found by inspecting the program flow in the trace history.

Usage

If the application being debugged features a watchdog timer, the trace watchdog trigger can be used to trap the
situations when the application watchdog timer times out and resets the system.
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While the application executes predictably, it periodically calls watchdog reset routine, which resets the
watchdog timer before it times out. In case of an external watchdog timer being serviced (refreshed) by the target
signal, the external trace input (AUX) can be configured instead of a routine call.

Time-out period of the trace watchdog timer must be less than the period of the application watchdog so the trace
can trigger and record CPU behavior before the application watchdog times out and resets the system.

Configuring Watchdog Trigger

The user needs to enter the trace watchdog time-out period and define the “trace watchdog reset” condition,
which can be logically combined from events A, B and C.

e  Check the “Watchdog’ option and specify the time-out period in the ‘Trigger’ field in the ‘Trigger and
Qualifier Configuration’ dialog.

— Trigger
| =
Position |Eenter 'I
I i e I
| i aw Time s I

V¥ ‘watchdog |2, I

Trigger field

e Next, define the “trace watchdog reset” condition. Typically, only event A is selected for the “trace
watchdog reset” condition and then e.g. a reset watchdog routine, resetting the watchdog, is configured
for the event A. Of course, a more complex condition can be set up instead of the event A only.

— Triqger
I.ﬁ.n_l,lthing j
s |

n“B

A& arn'B

A and n"B

A then n"B
SarnBorC
& and n*B and C B
A ar "B and C]
A then n™B then C
& thennB]ar C B
& then [n"B or C] ]
[& or n*B] then C

[& and W*B] then C
A-=B duration tracker
.-f-‘-:nything_

Trigger conditions

Example: Target application features on-chip COP watchdog, which enables the user to check that a program is
running and sequencing properly. When the COP is being used, software is responsible for keeping a free
running watchdog timer from timing out. If the watchdog timer times out it’s an indication that the software is no
longer being executed in the intended sequence; thus a system reset is initiated.

When COP is enabled, the program must call Re freshCOP routine during the selected time-out period. Once

this is done, the internal COP counter resets to the start of a new time-out period. If the program fails to do this,
the part will reset. The COP timer time-out period is 890 ps in this particular example. It may vary between the
applications since it’s configurable. The watchdog timer is reset within 800 ps during the normal program flow.
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The trace is going to be configured to trap COP time out before it initiates a system reset. The user can find the
code where the program misbehaves in the trace history.

e Select ‘Use trigger/qualifier’ operation type in the ‘Trace configuration’ dialog, add a new trigger and
open ‘Trigger and Qualifier Configuration’ dialog.

e Select ‘A’ for the trigger condition, check the ‘Watchdog’ option and enter 840 ps for the trace
watchdog timer time-out period.

e Specify RefreshCOP function call for an event A (reset sequence). Don’t forget to select ‘Executed’
for the Control bus.

Below picture depicts current trace settings.

Trace E |

Trigger and Qualifer I

— Optionz — &
= | Eontinueus mods Address E@ Data  PE|F2| Contral =5F8] ALl ]
I¥ | Etiatle pipslite aralisis RefreshCOF EXECUTE

™| Elative Tiimer

Buffer Size | Minimurm | =

Output Signal ITrigger vI

— Trigger - B° I-I 3:
B = Address g2|i| Data  BElBE| Contol 22| Al AL

Positian I Center ¥ I

=} kit Tiime < I

= bz e >| =

Address 220 pata B Connol 28] AUR =]
¥ ‘wiatchdog [540us
— Lualifier

IEverything j 2
Record
it Address Z5\ 8| Data  EE|BE| Control 225002 ALk E|E|
IEI 'I samplez befaore Gual
IEI 'I zamplez after Clual
Time Stamp ITime *I

k. Cancel Help

While the application operates correctly, the trace never triggers. The trace triggers when the application
misbehaves, that is when RefreshCOP is no longer called within 840 ps, and record the program behavior
before that. The user can find out why the watchdog wasn’t serviced by analyzing the trace record.

If longer trace history is required, select medium or maximum trace buffer size and position the trace trigger at
the end of the trace buffer.

Example: The application features (external) target watchdog timer, which is normally periodically reset every
15 ms by the WDT_RESET target signal.
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The trace needs to be configured to trap the target watchdog timer time out before it initiates a system reset Then
the user can find the code where the program misbehaves using the trace history.

The WDT_RESET target signal is connected to one of the available external trace inputs (e.g. AUX0). Refer to
the hardware reference document delivered beside the emulation system to obtain more details on locating and

connecting the AUX inputs.

e Select ‘Use trigger/qualifier’ operation type in the ‘“Trace configuration’ dialog, add a new trigger and
open ‘Trigger and Qualifier Configuration’ dialog.

e Select ‘A’ for the trigger condition, check ‘Watchdog’ option and enter 14 ms for the trace watchdog
timer time-out period.

e Configure AUX0=1 for the event A.

The trace will trigger as soon as the target WDT RESET signal stops resetting the target watchdog within 14 ms
period. Below picture depicts current trace settings.

Trace |

Trigger and Clualifer |

— Options — A
N} Eontinuous made Addrezs S| pata B2 contal 2] AU 2] ]
¥| Enable pipeline analyss [ s 1 |
[T} BElative Timer

Buffer Size kimimumm |

Dutput Signal | Trigger | ™

—B“I'I E:

— Triqger
Address gzls| Data  E2]eE| Control 22[6E] AL g3l

B
Position |Eenter "I
™| i Timie: < I—
™| Fae Time I—

- LC
Address 22| pata  B2|EE] Contol 22| AU e v}
¥ ‘watchdog |'|4m$
— Elualifier

I Everything j

- O
R d
ki Address EE|E| Data B3| Contol 22008 Al A ]|
IEI vI samples before Glual
IEI vI samples after Qual
Time Stamp ITime *I

] I Cancel Help

While the application operates correctly, the trace never triggers. The trace triggers when the application
misbehaves, that is when RefreshCOP is no longer called within 840 ps, and record the program behavior
before that. The user can find out why the watchdog wasn’t serviced by analyzing the trace record.

Ju!
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If longer trace history is required, select medium or maximum trace buffer size and position the trace trigger at
the end of the trace buffer.

Duration Tracker

The duration tracker measures the time that the CPU spends executing a part of the application constrained by
the event A as a start point and the event B as an end point. Typically, a function or an interrupt routine is an
object of interest and thereby constrained by events A and B. However, it can be any part of the program flow
constrained by events A and B.

Both events can be defined independently as an instruction fetch from the specific address or an active trace
auxiliary (AUX) signal.

— Trigger
I.-“-‘-.->B duration tracker j

Position End 7
[ Min Time < I
™ Han Time > |

[T watchdog I

Trigger field

Duration Tracker provides following information for the analyzed object:

e  Minimum time

e Maximum time

e  Average time

e Current time

e  Number of hits

e Total profiled object time

e Total CPU time
Duration tracker results are updated on the fly without intrusion on the program execution. The duration tracker
can trigger when the elapsed time between events A and B exceeds the limits defined by the user. Then the code
exceeding the limits can be found in the trace window. Maximum (Max Time) or minimum time (Min Time) or
both can be set for the trigger condition.

Set maximum time when a part of the program e.g. a function must be executed in less than Tyax time units.

Set minimum time when a part of the program e.g. a function taking care of some conversion must finish the
conversion in less than Ty time units.

Max Time is evaluated as soon as the event B is detected after the event A or simply, Current Time is compared
against Max Time after the program leaves the object being tracked.

Min Time is compared with the Current Time as soon as the event A is detected or simply, Current Time is
compared against Min Time as soon as the program enters the object being tracked.

© iISYSTEM, March 2008 29/40



Based on the trace history, the user can easily find why the program executed out of the normal limits. Trace
results can be additionally filtered out by using the qualifier.

Example: There is a Timer2Int interrupt routine, which terminates in 420 ps under normal conditions. The
user wants to trigger and break the program execution when the Timer2Int interrupt routine executes longer
than 420 ps, which represent abnormal behaviour of the application.

e Select ‘Use trigger/qualifier’ operation type in the “Trace configuration’ dialog, add a new trigger and
open ‘Trigger and Qualifier Configuration’ dialog.

e Select maximum buffer size and position the trigger at the end of the buffer.

e Select, ‘A->B duration tracker’ for the trigger condition.

e Next, we need to define the object of interest. Select, Timer2Int entry point for the event A and
Timer2Int exit point for the event B. Make sure you select ‘Fetch’ access type for the control bus for
both events since the object of our interest is the code.

e  Check the ‘Max Timer >’ option and enter 420 ps for the limit.

Below picture depicts current trace settings.

Trace E |
Trigger and Qualifer I
— Ophions A
= | Eantinwous mode Address Ao|68| Data BE|RE| Conbol 2] aux ok L)
¥} Enable pipeline analysis Timer2lnt
™| Elative Tiimer
Buffer Size IMinimum TI
Output Signal ITrigger vI
= s 1] patn ] comel 1 1
- - Addreszs SE\F) Data  BE[BE| Control ==[F] ALK ot L
I.ﬂ'-.->B duration tracker J Timer2int ExIT_
Position |Eenter *I
™ Win Time ¢ [0
v tdax Time > |42EIus —LC
Address pai| Data 22| Contol 22]0E] AL AL
[ watchdog |
— Lualifier
IEverything j 0
Recard
it Address Z5\ 8| Data  EE|BE| Control 225002 ALk E|E|
ID 'I samples before Gual
ID 'I zamples after Qual
Time Stamp ITime vI
k. I Cancel Help
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Before starting the trace session, open Duration Tracker Status Bar using the trace toolbar (Figure 34). Existing
trace window is extended by the Duration Tracker Status Bar, which displays results proprietary for this trace
mode.

Duration Tracker Status Bar toolbar
The trace is configured. Initialize the system, start the trace and run the application.

First, let’s assume that the application behaves abnormally and the trace triggers. It means that the CPU spent
more than 420 ps in Timer2Int interrupt routine. Let’s analyze the trace content (Figure 35).

Trace Window results

Go to the trigger event by pressing ‘J’ key or selecting ‘Jump to Trigger position” from the local menu. The trace
window shows the code being executed 420 ps after the application entered Timer2Int interrupt routine.

By inspecting the trace history we can find out why the Timer2Int executed longer than 420 pus. Normally, the
routine should terminate in less than 420 ps.

Next, let’s analyze duration tracker results displayed in the Duration Tracker Status Bar.

54950us  Curent 416850us Tl [27884550ms

MEBB0us  Average 2388%us  Towalregion B38321Bms(2284%)

Duration Tracker Status Bar

Duration Tracker Status Bar reports:

Timer2Int minimum execution time was 54.95 us
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Timer2Int average execution time was 235.90 ps
Timer2Int maximum and current execution time was 416.85 s

Last execution of the Timer2Int took longer than 420 ps, since we got a trigger, which stopped the program.
This time cannot be seen yet since the program stopped before the function exited. The Status Bar displays last
recorded maximum and current time.

Timer2Int routine completed 27 times.
The CPU spent 6.37 ms in the Timer2Int routine being 22.85% of the total time.
The duration tracker ran for 27.88 ms.

If the Timer2Int routine doesn’t exceed Min Time or Max Time values, the debugger exhibits run debug
status and the duration tracker status bar displays current statistics about the tracked object from the start on.
Status bar is updated on the fly while the application is running.

Note 1: Events A and B can also be configured on external signals. In case of an airbag application, the event A
can be a signal from the sensor unit reporting a car crash and the event B can be an output signal to the airbag
firing mechanism. Duration tracker can be used to measure the time that the airbag control unit requires to
process the sensor signals and fire the airbags. Such an application is very time critical and stressed. It can be
tested over a long period using Duration Tracker, which stops the application as soon as the airbag doesn’t fire in
less than Tyn and display the critical program flow.

Note 2: Duration Tracker can be used in a way in which it works like the execution profiler (one of the analyzer
operation modes) on a single object (e.g. function/routine) profiting two things, the results can be uploaded on
the fly while the CPU is running and the object can be tracked over a long period. Define no trigger and the
duration tracker updates statistic results while the program runs.
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2 BackTrace

BackTrace is a feature of winIDEA which enables a developer to get a high level view of the history of program
execution recorded in a trace recording. Looking at a trace recording only, one can only see CPU machine
instruction and data samples in the order in which they were recorded by the trace tool. Seeing the execution
path of the program is fairly straightforward just by looking at the sequence of samples in the recording. But
what about the state of the program at specific points in program history? Just by looking at the recording, this is
quite unimaginable.

This is where BackTrace comes in. After a trace recording has been made, the trace stream is displayed in the
trace window. The program can continue running or can be stopped, does not really matter for BackTrace. Now,
you can select any instruction sample in the recorded trace stream and use "Set Context" command from the
menu which pops up when clicking the right mouse button on a sample in trace window. winIDEA will switch
display to the BackTrace mode and the disassembly, memory, variables and watch windows will display the
state of the program at the time just before the instruction in the selected trace sample was executed. Registers
pane will show contents of registers at that point in time, memory windows will show contents of memory at that
point in time, variables and watch windows will show values of variables at that point in time. Real-time watch
windows do not apply in BackTrace mode. There will be cases where it is not possible for BackTrace to
determine the state of certain registers, bits in a register or memory locations. In such cases, the affected entity
will be displayed with questionmark instead of the value.

Once in BackTrace display mode, one can keep selecting different samples in the trace stream and using the "Set
Context" command to examine the state of the system at the point of the selected sample. One can also follow
the changing of the system state one instruction at a time, forward or backward in time by using F4(forward) and
Shift+F4(backward). F4 and Shift+F4 move one assembly line at a time or one source code line at a time,
depending on the type of the trace line that was last selected by mouse.

Registers can not be modified in BackTrace mode, since BackTrace displays historical register context. Memory
image can not be modified in BackTrace mode as well.

To switch back to the live debug session display, use any debug command and the display will switch back to the
live debug session.

If taget is running, switching back to live debug session will not be obvious, because registers and memory can
not be refreshed while target is running. If the target is stopped, 'Debug/Snapshot (F8)' or 'Debug/Show
execution point (Alt+Num*)" will do just fine.

BackTrace works on in-circuit bus trace, ETM and Nexus trace recordings. Quality of BackTrace results also
depends on presence of stream errors in the trace stream. Quality is measured in terms of the amount of
reconstructed information (register contents and memory locations). All displayed reconstructed information is
correct, what could not be reconstructed is displayed as '?".

In case of in-circuit emulator with entirely visible program and data bus the best results are generally expected,
since the trace recording contains all bus activity and there are no errors. In case of ETM, trace recording can
either be free of errors or it can contain errors (i.e. FIFO overflows), depending on the CPU frequency, trace port
throughput and data trace configuration. When there are no errors in the recorded trace stream the quality of
BackTrace results will be the same as in case of bus trace. When there are errors in the stream, the amount of
reconstructed information will be affected by the number of errors and will vary depending on how far the point
of context reconstruction is from the point of stream error. In case of Nexus trace, the situation is similar as in
case of ETM trace. There can be errors in the stream which affect the quality of BackTrace results.

Configuring the trace

Fundamental prerequisite for good quality BackTrace results is the data trace. BackTrace yields worst results if
the on-chip trace doesn’t feature the data trace or if it is not configured properly for data access recording. Below
is an example of ETM Trigger and Qualifier configuration, which results in recorded program flow and data
accesses. Trigger is set to anything and all program and data cycles are recorded. To minimize the possibility for
overflows, the user may select only data or address to be broadcasted for the data messages but this will also
have a negative impact on amount of information displayed by the BackTrace, which relies solely on the
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information recorded by the trace. Any trace trigger can be configured without impacting BackTrace results.
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3 Execution Coverage

Execution coverage records all addresses being executed, which allows the user to detect the code or memory
areas not executed. It can be used to detect the so called “dead code”, the code that was never executed. Such
code represents undesired overhead when assigning code memory resources.

Execution coverage can cover 4MB (iTRACE PRO) CPU address space, which should cover most of existing
ARM applications. It can run infinite time, which means in practice that the application can run for days and then

the execution coverage results can be analyzed.

Select ‘ETM Reconstruction’ in the Hardware/Analyzer Setup dialog.

Analyzer Setup |

Operation |ETM |

Trace board type

Enable Logic Analyzer on
=} Eriman iadule ™| Enatile Part Exterder
™| Secondaniiadule

] I Cancel Help

Next, select ‘Execution Coverage’ window from the View menu and configure Execution Coverage settings.
Normally, ‘All Downloaded Code’ option has to be checked only. The debugger extracts all the necessary
information like addresses belonging to each C/C++ function from the debug info, which is included in the
download file and configure hardware accordingly.

Refer to software user’s guide for more details on configuring Execution Coverage and its use.
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4 Profiler

Profiler records executed function entry and exit points and then run time-analysis over the collected
information. As a result it gives details on how much time (minimum, maximum, average) has the CPU spent in
the particular function. Available information allows the user to optimize those parts of code, which are most
time consuming or time critical.

The debug download file must contain accurate debug information when using Profiler to analyze C/C++
application. Normally Profiler extracts all the necessary information from the debug information and becomes
useless if configured for wrong function entry and exit points.

Development system offers two types of Profiler:
e  Offline Profiler, based on the ETM trace record

e  Online Profiler, based on iSYSTEM proprietary ETM reconstruction and yields several times longer
profiler session comparing to the offline profiler.

Offline Profiler uses first trace to record a complete program flow and then (offline) function entry and exit
points are extracted by means of software, the statistic is run over the collected information and finally the
results are displayed. Online profiler records only selected function entry and exit points and when the recording
ends the statistic is run and the results displayed.

Select ‘ETM Reconstruction’ in the Hardware/Analyzer Setup dialog for Online Profiler and ‘ETM’ for Offline
Profiler use.

Analyzer Setup |

Operation |ETM |

Trace board type

Enable Logic Analyzer on
=} Erimnans adule 7| Eratile Fart Exterder
™| Secondaniiadule

k. I Cancel Help

Next, select ‘Profiler’ window from the View menu and configure Profiler settings. Select ‘Functions’ option in
the ‘Profile’ field when profiling functions. In order to profile a data variable, ‘Data’ should be checked instead.
For instance, Data Profiler can be used as a Task Profiler, when the operating system writes a unique task ID to a
particular global variable at every task switch. The Profiler is then configured to profile that particular variable.

Make sure that ‘Keep history’ option is checked if Code Execution view is going to be used during results
analysis.
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Finally, profiled C/C++ functions are selected by pressing ‘New...” button. It’s recommended that ‘All C
Functions’ is selected for the beginning. Additionally, ‘Include lines’ can be checked which will yield in time

analysis of each source line belonging to the function.

The debugger extracts all the necessary information from the debug info, which is included in the download file

and configure hardware accordingly.

Refer to Profiler User’s guide for more details on Profiler configuration and use.

Analyzer Toolz
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Profiler configuration settings

Profiler is configured. Reset the application, start Profiler and then run the application. The Profiler will stoop
collecting information on a user demand or after the trace buffer becomes full. Then the recorded information is

analyzed and profiler results displayed.
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Disclaimer: iISYSTEM assumes no responsibility for any errors which may appear in this document, reserves the
right to change devices or specifications detailed herein at any time without notice, and does not make any
commitment to update the information herein.

© iSYSTEM. All rights reserved.
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